[ JsiaSociety Serial 1 


FD-1057 (Rev. 5-8-10) 


UNCLASSIFIED/ /Fove- 


FEDERAL BUREAU OF INVESTIGATION 


Electronic Communication 


Title: (U) Subfile Opening Document Date: 08/04/2015 





From: NEW YORK 
NY-CY06 





Case ID #: C  þsiasociety u/æs 


Financial, Corporate, Enterprise 
Spear Phishing; 

Business Email Compromise 
Schemes (BEC); 

VARIOUS SUBJECTS (UNSUB) 


Synopsis: (U) Opening subfile for Asia Society 


Details: 


Opening subfile for Asia Society 


++ 


UNCLASSIFIED/ /Feve- 


b7E 
b3 


b6 
b7C 
b7E 


b7E 


[ þsisocieny Serial 2 


FD-1036 (Rey. 10-16-2009) 


UNCLASSIFIED/ Arove- 


FEDERAL BUREAU OF INVESTIGATION 





Form Type: OTHER 





Title: (U) IC3 Complaint by 


Import Form 


Date: 08/11/2015 


AsiaSociety 


a T, 


sete wef] 


Financial, Corporate, Enterprise 
Spear Phishing; 

Business Email Compromise 
Schemes (BEC); 

VARIOUS SUBJECTS (UNSUB) 


Synopsis: (U) IC3 Complaint by AsiaSociety 


+e 


UNCLASSIFIED / Arove- 


b7E 
b3 


b6 
b7c 


b7E 


COMPLAINT REFERRAL FORM 


Complaint] brs 








Date: 06/25/2015 17:29:49 
Actual Loss: 


Reported Loss: me 


Your Personal Information 
Business Name: Asia Society 
First Name: 


Last Name: 
b6 


Age: b7C 


Gender: 

Address: 725 Park Avenue 

City: New York 

Do you live within the city limits?: Yes 

County: New York 

State: New York 

Country: United States 

Zip Code/Route: 10021 

Phone number: 

Email Address: BS 


b7C 
Is the complaint you are filing Yes 


related to the Internet or an online 
service? 


Do you have pertinent documents Yes 
in paper form? 


Name of your local police or sheriff's office: 
19th Precinct 


Page 1 of 4 


Information about the Individual/Business that victimized you 
First Name: 

Middle Name: 

Last Name: 

Gender: 

Address: 

City: 

State: 

Country: 4 States 

Zip Code/Route: 


Other Identifiers 


Monetary Loss 


Please as the total dollar amount of your loss from this incident: 


Please indicate the means of payment (select all that apply) 


E Cash 
E Cashier's Check 
f~ Check/Debit Card 


T= Credit Card 


7 Money Order 


jl Wire Transfer 


{Other (Specify) 


Did you use a third party online payment service such as PayPal, BidPay, Escrow? 


No 


Description of the Incident 


Describe in your own words how you have been victimized. 





fraud was discovered. 


b6 
b7¢ 


b6 
b7cC 


b7E 


asked him for documentation, the 


Please indicate any medium used by the individual/business in the course of the incident. 


{Bulletin board 
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tT Chat room 
W Email 


T Fax 


TS In person 


{Internet messaging 


P= Mail 


B Newsgroup 


T Telephone 


T= Web site 


E Wire 
T= Other 


Please indicate the initial means of contact with the individual/business that victimized you. 


Email 


Was this initial means of contact unsolicited/uninvited? 
Yes 


What was your relationship with the individual/business you are complaining about prior to the incident you are 
reporting? 


no prior relationship 


Did you conduct any research on the individual/business prior to the incident? 
No 


How much time has passed since you determined you were victimized? 
Less than 1 week 


Contact Information 
Are there witnesses or other victims to this crime? 


None that we are aware of 


Have you reported this crime to any law enforcement or government agencies? 
| Better Business Bureau 


| Consumer protection agency 


T Individual/business that victimized you 


F= Police/other law enforcement 


Ù> Private attorney 


Digital Signature 


Disclaimer: By digitally signing this document, I affirm that the information I provided is true and accurate to the best 
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of my knowledge. I have read the IC3's Privacy Policy, and understand that this information may be provided to law 
enforcement and regulatory agencies. If available, I will provide additional documentation not included in this 
complaint, such as email correspondence, payment receipts, or electronic logs, upon request to the best of my 
ability. I authorize the dissemination of the complaint, or information in the complaint, to appropriate federal, state, 
local, tribal or international Law Enforcement Agencies (LEAs) for purposes of investigating the complaint. 


b6 


Complainant Server Information b7c 


b7E 


Crime Types 


Business Email Compromise 
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